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DATA PROCESSING ADDENDUM (DPA) 

Version 1.0.0 

Effective date: January 10, 2026 

Parties: SystemInPlace LLC (“Processor,” “Service Provider/Contractor”) and the customer 
named in the order (“Controller,” “Business”). 

 

1) Scope and Roles 

- This DPA applies when we process personal data on your instructions to provide 
the Services. You are the controller/business; we are the processor/service 
provider/contractor. 

 

2) Instructions 

- We process personal data solely to provide the Services and as documented in the 
Agreement and your written instructions. 

 

3) Service Provider/Contractor (CPRA) Commitments 

- We do not sell or share personal information. We will not use or disclose it except 
for the business purposes. We will not combine it with personal information from 
other customers except as permitted (e.g., security/fraud prevention) and in 
aggregated/deidentified form. 

 

4) Confidentiality and Security 
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- We ensure personnel confidentiality and implement appropriate technical and 
organizational measures (Annex II). 

 

5) Subprocessing 

- You authorize our use of subprocessors. We impose the same data-protection 
obligations on each subprocessor that apply to us. 

  - To the extent required by Applicable Data Protection Law (including the EU GDPR, 
UK GDPR, and any applicable Standard Contractual Clauses), we remain fully liable 
to you for a subprocessor’s performance of its data-protection obligations. 

  - For processing not subject to Applicable Data Protection Law, we are responsible 
for managing and contractually obligating subprocessors, and any liability for their 
acts or omissions is limited and subject to the exclusions and caps set out in the 
Agreement. 

 

6) International Transfers 

- The EU 2021 Standard Contractual Clauses (Module 2) and the UK Addendum are 
incorporated by reference. We will assist with transfer impact assessments and 
implement supplementary measures. 

 

7) Assistance 

- We will assist with data subject requests, security incidents, DPIAs, and 
consultations with authorities, as reasonably necessary. 

 

8) Personal Data Breach 

- We will notify you without undue delay and within 72 hours of confirming a 
personal data breach, including known details and remediation steps. 

 

9) Audits and Reports 

- We will provide audit reports or complete reasonable questionnaires by a 
recognized authority. You may conduct an audit once per 12 months (or after a 
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material incident) with reasonable notice, subject to confidentiality and security 
restrictions. Any and all costs are borne by the requester unless otherwise restricted 
by law. 

 

10) Return or Deletion 

- Upon termination, we will delete or return personal data after a 30–60 day 
retention window unless the law requires retention. 

 

11) Records; Order of Precedence 

- We maintain records as required by GDPR Article 30. This DPA prevails over 
conflicting terms for data protection matters. 

 

Annex I: Data Processing Details 

- Subject matter: Provision of hosting and related Services. 

- Duration: Term of the Agreement plus data return/deletion period. 

- Nature and purpose: Computing, storage, networking, security, and support. 

- Types of personal data: Determined by you (e.g., customer end‑user data, 
identifiers, logs). 

- Data subjects: Your customers, users, employees, contractors, site visitors. 

- Processing: Hosting, transmission, storage, backup (if purchased), security 
monitoring, troubleshooting. 

 

Annex II: Technical and Organizational Measures (summary) 

- Access controls (least privilege, MFA for admin access); encryption in transit; 
network isolation; secure configuration and patching; change management; 
logging/monitoring; vulnerability management; incident response; employee 
training and confidentiality; backup/restore testing for managed backup plans. 

 


